CERT-HR Service Description

The following profile of CERT-HR has been established in adherence to RFC-2350.

1. Document Information

1.1. Date of Last Update

This is version 2, published March 9 2023

1.2. Distribution List for Notifications
The current version of this profile is always available on:
https://hr.nl/security

CERT-HR has been registered by SURFcert (http://cert.surfnet.nl/). This registration is
maintained by SURFcert. One of the requirements for registration is to keep this RFC-2350 up-to-date.
CERT-HR supports that requirement. Any specific questions or remarks please address to the CERT-HR
mail address.

1.3. Locations where this Document May Be Found
The current version of this profile is always available on:

https://hr.nl/security

2. Contact Information

2.1. Name of the Team

CERT-HR , the CSIRT or CERT team for the Hogeschool Rotterdam, The Netherlands.

2.2. Address

Hogeschool Rotterdam

CERT-HR

Faciliteiten en Informatietechnologie (FIT)
Blaak 555

3011 GB ROTTERDAM

The Netherlands


http://cert.surfnet.nl/

2.3. Time Zone

GMT+1 (GMT+2 with DST, according to EC rules)

2.4, Telephone Number
+31 (0)10 794 4141

2.5. Facsimile Number

+31 (0)10 794 4369

2.6. Other Telecommunication

Not available.

2.7. Electronic Mail Address

cert@hr.nl



2.8. Public Keys and Encryption Information

PGP is currently only on request supported for secure communication. A CERT-HR public PGP key is
available on: https://pgp.surfnet.nl

UserID: HR-CERT (CERT Team Hogeschool Rotterdam) <cert@hr.nl>
KeyID : BO9B5A2BD
Fingerprint: 38A3 1C2C 218C F384 DO8E 25DC 967C 1D5A B9B5 A2BD

2023-01-25T13:29:58Z

mQGNBGPRLtYBDACzHIchxTXIm+FjKAsMea/hv+yUpS/mRVzut7RoeVrAYgR2ygbl
$2MoShCTBHSWI3N1dPLv4DWLC3WIj1osi5TRVUDPOD6P18sTAXA/T5NNU/wnCj+h
KxVpGfyeWeT64LoK81n68SY38aSBGKV1ROp6YLOZXPHOMRX/eFMfvm90f1K05z5V
wTvQ+FeWspiY06d5M3b7RUONcxbvenSK2gL5MAVWDA41LEdSvf+cAtFNiE+v1AkP
Eae23UBWT20N9TNjilghK/aeqsQ5qZIGSt0zz1boobIIwYh6IgiNTkdb/c7KStAT
cFYnpsnh@64Et23r8eCJ/NS+qZz1ZGyeImyiEQQGKGWFGFgMAFwCwb+nlpth186+
w/AD9VRCgXaUArEoAH1tEJs63QrI7nCYtgBYBnXQ6gE//vj1IFGphMEro+8BIZTF
x0j9hYkPAcup8nxIRwfSY6KH5IDK6j5ZwnisYwVukzW/YhuIwM@3X/IPNyceBvN8
+7382G3Cc76xXDYOAEQEAAbQrQOVSVCBUZWFtIEhVZ2VZzY2hvb2wgUm90dGVYyZGFt
IDxjZXJ0QGhyLm5sPokB1AQTAQOAPhYhBDijHCWhjPOE@I4133Z8HVG5takK9BQIj
0S7WAhsDBQkDwmcABQsJCAcCBhUKCQgLAgQWAgMBAh4BAheAAAOJEJIZ8HVg5takK9
TCAL/ieA8IPvcg5y+G1lgqB6gdAQeW2VoqLH7WNNAYKOUH1Y2mCByUE73hDGGgal7I
msK2avlZv/+7WqF4E613PMm5jhnKpPhR91iJVfwaBwsEesSXWROOVUONvNrOUJBuX
5QK6xcsH1cCVINwvBDASE6hgNCIbIcgyFRFLNmeOVLtg75Lsaref4hiWukh2sPj01
rRITbtgP13GBlca/hygeBKPM7mP9bJQdOEMutjtOugQdnDBWfV8S2PUhvrMj3cDi
IAPaQ180igulDSKSR6LOI1L6SiFgrSQQybN8SCLQO1XXGkH7mj92e+CMj4rcZXUz
8Mv5sXXjp3tdfo+ELopxRgFyfsPghEjva39DmFvMev1EZ2zP97wZqVFt12]Tia0X
OBaE2EHzI37u299ImWZuTp8fBSrKibqueWDkwOUacwohHeE jhAMB+mkOb6ImSzRg ceMwP@vkR4sB8EDyUO21xrzRou
ZPoOpmS/z00xWGo96e7i+DccSR/RsE707Vmibdm6Hjr2wkjQ=

=9eqgm

Please use this key to encrypt messages sent to CERT-HR. Sign your message using your own key
please. It helps if that key is verifiable using the public keyservers.

CERT-HR can sign messages using its PGP key. Individual team members may also use S/IMIME.



2.9. Team Members

CERT-HR team members are drawn from the ranks of Hogeschool Rotterdam ICT professionals, contact
information about individual team members is confidential. Further details to be found at:

https://hr.nl/security

2.10. Other Information

See https://hr.nl/security

2.11. Points of Customer Contact
Normal cases: Use CERT-HR mail address.
Regular response hours (local time, save public holidays in The Netherlands):

Monday-Friday: 08:00 - 17:30

EMERGENCY cases:

Use CERT-HR phone number with back-up of mail address for all details (putting EMERGENCY in
subject line is recommended). The CERT-HR phone number is available at regular response hours.

3. Charter

3.1. Mission Statement

CERT-HR’s mission is to coordinate the resolution of IT security incidents related to the Hogeschool
Rotterdam (HR) and to help prevent such incidents from occurring. For the world, CERT-HR is the
interface with regards to IT security incident response. All IT security incidents (including abuse) related to
Hogeschool Rotterdam can be reported to CERT-HR.

3.2. Constituency

Hogeschool Rotterdam and institutions connected to the HR network, with all related students and
employees.

3.3. Sponsorship and/or Affiliation

CERT-HR is part of Hogeschool Rotterdam Department for Facilities and IT (Faciliteiten en
Informatietechnologie (FIT)).


https://hr.nl/security

3.4. Authority

The goal of CERT-HR is organisation-wide prevention and, in the case of information security incidents,
remediary action. CERT-HR is also involved in external security incidents impacting students and
employees of HR in any way. In such cases, the services of SURFcert are used. SURFcert is the
organization supporting Dutch higher education providers in information security (incidents) and
connecting them with CSIRTs worldwide.

Among others, CERT-HR has the following responsibilities:

- Detecting and documenting all information security incidents, coordinating mitigation, and
supervising the resolution of issues that led to an incident or have been caused by an incident (or
providing support to those tasked with the above).

- Educating and supporting network-/system administrators, developers, and users in matters
involving information security.

In fulfilling the duties above, CERT-HR is authorized to isolate systems and (sub)networks when
necessary.

4. Policies

4.1. Types of Incidents and Level of Support

All incidents are considered normal priority unless they are labelled EMERGENCY. CERT-HR itself is the
authority that can set and reset the EMERGENCY label. An incident can be reported to CERT-HR as
EMERGENCY, but it is up to CERT-HR to decide whether or not to uphold that status.

4.2. Co-operation, Interaction and Disclosure of Information
ALL incoming information is handled confidentially by CERT-HR by default, regardless of its priority.

Information that is evidently very sensitive in nature is only communicated and stored in a secure
environment, if preferably using encryption technologies.

When reporting an incident of very sensitive nature, please state so explicitly (e.g. by using the label
VERY SENSITIVE or using the appropriate Traffic Light Protocol (TLP) code in the subject field of e-mail)
and, if possible, use encryption.

CERT-HR will use the information you provide to help solve security incidents, as all CSIRTs do or should
do. This means explicitly that the information will be distributed further only on a need-to-know basis
(TLP:AMBER), and preferably in an anonymized fashion.

If you object to this default behaviour of CERT-HR, please make explicit what CERT-HR can do with the
information you provide. CERT-HR will adhere to your policy, but will also point out to you if that means
that CERT-HR cannot act on the information provided.

CERT-HR does not report incidents to law enforcement, unless required by Dutch law (e.g. in the case of
felonies). Likewise, CERT-HR cooperates with law enforcement in the course of an official investigation
only, meaning a court order must be present, AND in case a CERT-HR constituent requests that CERT-
HR cooperates in an investigation or formal report. In the latter case, when a court order is absent, CERT-
HR will only provide information on a need-to-know basis.


https://www.first.org/tlp/

4.3. Communication and Authentication

See 2.8 above. Usage of PGP in all cases where sensitive information is involved is highly
recommended.

5. Services

5.1. Incident Response

HR-CERT will assist system administrators in handling the technical and organisational aspects of
incidents. In particular, it will provide assistance or advice with respect to the following aspects of incident
management:

5.1.1. Incident Triage

Assessment of incident reports in terms of validity and impact on the rest of the organisation’s network,
systems and constituents.

5.1.2. Incident Coordination

CERT-HR is tasked with technical analysis into the cause(s) of an incident, reporting to organizational
management (and, where necessary: partner organisations, law enforcement, etc.), and coordinating with
the internal crisis team and relevant system administrators during mitigation.

5.1.3. Incident Resolution

CERT-HR is responsible for technical analysis (triage), coordination and reporting of information security
incidents concerning Hogeschool Rotterdam in any form. Incident resolution is the responsibility of the
relevant administrators, internally and externally.

5.2. Proactive Activities

CERT-HR advises its constituency and the organisation about recent vulnerabilities, best practices and
trends with regards to information security, and other matters in computer/network security. CERT-HR
performs constant monitoring, and can start investigations based on data therein.

Roles listed above are consulting roles; CERT-HR is not responsible for implementation.
6. Incident Reporting Forms

No standard incident reporting form available. Please refer to section 2 for ways to contact Hogeschool
Rotterdam in the case of an incident.



7. Disclaimers

A generic disclaimer stating confidentiality and need to know-status of specific information is available
below. In due cases this disclaimer will be adopted according to the nature of the incident and
persons/organizations involved.

<addressee>,

You are receiving this information due to your involvement in an incident dealt with
by CERT-HR (https://hr.nl/security). You must treat this information as strictly
confidential. Copies of this information in your possession (electronic and/or hard
copy) must be stored in a manner which is not accessible to unauthorised third
parties. If it should be necessary to further distribute this information in the
process of handling the incident involved, this should be done on an individual
basis, making use of this disclaimer and with a copy being sent to CERT-HR
(cert@hr.nl).



